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Rancang Bangun Jaringan Berbasis Kabel dan Nirkabel dengan
VLAN dan Routing

Dalam kegiatan uji kompetensi ini anda bertindak sebagai Teknisi Jaringan. Tugas anda
sebagai teknisi adalah merancang bangun dan mengkonfigurasi sebuah jaringan. Wifi
Router berfungsi sebagai Gateway Internet, Hotspot, DHCP server, dan Bandwidth Limiter,
kemudian internet tersebut dishare ke client melalui jalur
kabel (non hotspot) dan wireless (hotspot).

Dengan konfigurasi sebagai berikut:



1. Identifikasi dan buatlah daftar kebutuhan jaringan

2. Buatlah spesifikasi perangkat yang dibutuhkan

3. Buatlah spesifikasi topologi jaringan

4. Konfigurasi Wifi Routerboard dengan ketentuan sebagai berikut:

a. Konfigurasi VLAN pada Ether2 dengan ketentuan:
1) VLAN 1
-VLANID : 10
- Name
: siswa

Interface |Irte.|'faﬁe|.i5t Ethernet | EolP Tunnel  IP Tunnel = GRE Tunnel | VLAN @ VRRP | Bonding LTE

#~|[=] [v][%] ] [¥] | oetect oremet |

|Name 7 | Type |Actual MTU [L2MTU | Tx |Rx T
R 4 etherl Ethernet 1500 1598 0 bps 2.0 kbps

MAC Address: |64:D1:54:61]:E6:1]F

ARP: |enabled | ¥ Remove
-, -
VLAN ID: |10 |
Interface: |ether2 | #]

[] Use Service Tag

|Enabled LN ng slave

2) VLAN 2
-VLANID : 20
- Name
:guru



et

I"tEffﬂﬁE|Irta'faceU5t|Eﬂlﬂ'net|ED]FTunEl |]FTI.I'I'IE.I |ERETI.I'I'IE.I |\."I.AH|\."RRF|BD|'ﬂng|LTE|

EEIEII_

7 | Type |Actual MTU [L2MTU | Tx |Rx T

R ¢ N ether1 Ethernet 1500 1598 0bps 2.0 kbps
R slsether2 Ethernet 1500 1598 92.5 kbps 8.2 kbps
R 4 vianl-siswa VLAN 1500 1594 92.0 kbps 7.5 kbps
0bps
0bps
0bps
|l an2-guru 0 bps
0 bps 0 bps

Type: |VLAN | Apply |

MTU: |1500

L2 MTU: | 1534

i

MAC Address: | £4:D1:54:60:E6:0F

|
|
|
Actual MTU: | 1500 |
|
|
|

ARP: |enabled | ¥ Remaove
-, -
VLAN ID: |20 |
Interface: |ether2 | #]

[] Use Service Tag

enabled LN ng slave




b. Konfigurasi

Ether 1:
- IP Ether1 : Sesuai dengan Network yang diberikan ISP
- Gateway : Sesuai dengan IP yang diberikan ISP
DHCP Client [ E3

DHCP Client | DHCP Client npuum|

1] 1] 2] [7] Lo ]
Interface ¢ |Use P... |Add D... |IP Address |Expires After | Status | |-
etherl YES yes 132.168.4.59/24 00: 06: 20 bourd

Mew DHCP Client

Mp|mmd|9ﬂ1£|

Interface: [EE NN + |
[+ Use Peer DNS
[+ Use Peer NTP

1itemn

+

SSRGS

Add Default Route: |yes [

5

Ether 2 digunakan untuk jaringan LAN:
a) VLAN 1

- IP VLAN 1

:192.168.40.1/24

- DHCP Pool

:192.168.40.10 — 192.168.40.50



[#][=] [][=] |a] [¥]

| Address /| Network
D o= 192.168.4.5%24 192.168.4.0 etherl
=3 192.168.20.1/24 192.168.20.0 wianl

o 192.168.60.1/24 192.168.60.0 vlanz2-guru

Network: |192.168.40.0

Interface: |u|an1—s'sw-a

4 items (1 selecteq

b) VLAN 2

- IP VLAN 2

:192.168.60.1/24

- DHCP Pool

:192.168.60.10 — 192.168.60.50

Agresus |
EE.E..

/| Network Interface |
D -#-1921&3459;24 192.168.4.0 etherl
@ 192.168.20./24  192.168.200  wianl

&b 192.168.60.1/24  192.168.60.0  van2-guru

Network: |192.168.40.0

Interface: |vianl-siswa




WLAN :

- IP WLAN :192.168.20.1/24

- SSID : UKK_Nama

- Password : 12345678

- DHCP Pool :192.168.20.10 — 192.168.20.50

Interface | Interface Li
ENEe
| General Wireless | HT WDS Nstreme MNV2 Status  Traffic
MName
R et voce: [T
R 4 etherZ i —
R 4bvianl-siswa Band: | 2GHz-8/G =]
R 4 vianZ-guru Channel Width: | 20MHz ]
4j» ether3 -
& e Frequency: |2412 | ¥ | MHz
4j» ether5 S5ID: | UKK-Qomar a
R e Security Profile | UKK-Qomar [
X 4 wlanz
WPS Mode: | push button =]
Frequency Mode: |rrnama|—tmwer ||i|
Country: |no_country._set =]
Installation: |any |¥
| Antenna Gain: |0 | dBi
-
9 items (1 selected) Default AP Tx Limit | | ¥ bps
I oo -

EEHEEE

/ | Network | Interface |
D =9 19216845924 19216840  etherl

oF 192.168.40.1/24  192.168.40 =1E3
9F 192.168.60.1/24  192.168.60
Address: | 192.168.20.1/24 | K

Network: | 192.168.20.0 |-

Interface: | wianl 3

Pools | Used Addresses

+=llglv

/ | Addresses |Next Pool
5 dhcp_pool0  192.168.40.10-192.168.40.50 none
5 ghcp_pooll  192.168.60.10-192.168.60.50 none — |-

Wﬁ

192.168.20.10-192.1682050




Hotspot : alamat login hotspot = portalsmk.sch.id

SErvers 5eneerfilS|Usm User Profiles  Active  Hosts  IP Bindings = Senvice Ports  Walled Gi

*|=]|7]

\Name / |DNSMame  |HTMLDirectory  |Rate Limit (re/te) |
.. &) default flash/hotspot
&) hsprofl portalsmk.sc... flash/hotspot
Hotspot Server Profile <hsprofl >
cenr | Loon | ot
— [+
Hotspot Address: | 192.168.20.1 s
DNS NanIE:lpuﬂElsnThsthjd | - IIIII!II!IIIII
HTML Directory: | flash/hotspot | ¥
——
HTML Directory Override: | -
Rate Limit (rnytx) | | =
HTTP Proxy: | |~
2items (1 HTTP Prasy Port: |0 [ [T
o 0 [

Ubah tampilan halaman login hotspot sehingga minimal terdapat tampilan tulisan:
“Selamat Datang di Hotspot PeTIK”

<p class="info $(if error)alertS(endif)">
S(if error "")Selamat Datang di Hotspot PeTIKS(if trial == 'yes')<br />Free trial available, <a href="5(
k-orig-esc)&amp;username=T-5(mac-esc)">click here</a>.$(endif)
S$(endif)
S(if error)S$(error)S(endif)
</p=>
<label>
<img class="ico" src="img/user.svg" alt="#" [>
<input mame="username" type="text" value="S$(username)" placeholder="Username" f>
</label>
<label>
<img class="1i¢ src="1img/ .svg" alt="#" />
<input name="password" type= word" placeholder="Password" />
</label>

- Buatlah 3 user dengan ketentuan seperti berikut:

Username password kecepatan
kepalasekolah 123 512 kbps
Guru 456 256 kbps
Siswa T8O 128 kbps




Server Profiles USE'S‘LISErPI’Cﬁlﬁ Active Hosts [P Bindings Service Ports Walled Garden Walled Garden IP List ...

00 Reset All Counters |

|E||E| |DDResetE:,.|'ters
|Sener

f|NamE

| Address |MAC Address

i+: counters and limits for trial users

L)
& all admin
&) hotspotl  Kepala sekolah
& hotspotl  Guru
@ hotspotl  Siswa
General ‘I.Inits Statistics General ||_Inits Statistics I:
server:notspott || Server: notspot | []
Name: |Kepala sekolah Name: [Guru | |:
Password: |123 Passwu‘d:|456 | I:
aggress[ || adwess| v
T — O e R I
proie [Kepaaselolah || profe [Guru = L
Rotes: || mowes[ v |[ |
o et |v [ A
| Re
Ilenabled |enabled

Hotspot User <Siswa=

General |Umns Statistics

server:

Name: |sta

Password: | 783

T
e —

Profile |Siswa |=

Routes:| |

e
-

emait [ ]

T
R —

5. Konfigurasi VLAN pada Routerboard dengan ketentuan seperti berikut:

1) Port 1 terhubung ke Wifi Routerboard dan difungsikan sebagai port trunk
2) Port 2 dan 3 terhubung ke VLAN 1
3) Port 4 terhubung ke VLAN 2

4) Gunakan mode VLAN secure dan logika “always-strip”

Switch Port Port Isolation

Host VLAN | Rule

#= vix T

TIVLANID |Ports

switcr: TS~ |
VLAN ID: |10 | —_—
Ports: |etherl I T
lether2 IEE
lether3 IEAE-
[ ] Independent Learning Copy
eros |




Switch Port Port Isolation Host VLAN | Rule

#= vl% T

“|VLANID |Ports

Switch VLAN <20=

Switc: T
|

VLAN ID: | 20

Cancel
. — |
Ports: |etherl = # —
lether4 B

[ ] Independent Learning

enabled

Switch Pﬂrt|F"u'tIleaﬁm Host  VLAN Rule

\Name / | switch VLAN Mode | VLAN Header ||
etherl switchl disabled add if missing

Switch Port <etherl>

Name: |etherl

|
Switch: | switchl |

VLAN Mode: |disabled | ¥
VLAN Header: |add if missing | ¥
Default VLAN ID |0 |-
Ingress Rate: | | -

Egress Rate: | |-




Switch Pﬂrt|Pﬂ't]ﬂﬂaﬁm Host  VLAN Rule

'Name / | Switch VLANMode  |VLAN Header |De
etherl switchl disabled add if missing

Switch Port <ether2=>

Name: |ether2

Switch: | switchl

VLAN Mode: |secure

VLAN Header: |always strip

Default VLAN ID |10

Ingress Rate: |

Egress Rate: |

Switch Pﬂrt|F'u‘tIsulatim Host  V0LAN Rule

\Name / | switeh VLANMode | VLAN Header |De
etherl switchl disabled add if missing

Switch Port <ether3=>

MName: |Ether3 |
Switch: | switchl |
VLAN Mode: |secure | ¥
VLAN Header: |always strip | ¥
Default VLAN ID |10 | &
Ingress Rate: | |-
Egress Rate: | -




Switch Port | Port Isolation Host VLAM  Rule

'Name / | Switch VLANMode  |VLAN Header |De
etherl switchl disabled add if missing
ether2 switchl secure always strip
ether3 switchl secure always strip
etherd switchl sefure always strip

Switch Port <etherd>

Name: | etherd

Switch: | switchl

VLAN Mode: | secure

VLAN Header: |always strip

Default VLAN ID |20

6. Konfigurasi routing statis untuk menghubungkan jaringan kabel dan jaringan
wireless ke internet

Route =0.0.0.0/0>

General | attributes

[ Dst. Address: |0.0.0.0/0 |

Gateway: |192.168.4.1 | #| |reachable etherl |
Check Gateway: | | -
Type: |uni1:ast || ¥ |

Distance: |1 | -
Scope: |3ﬂ |

Target Scope: |10 |

Routing Mark: | | v
Pref. Source: | | b
enabled
7 items

10. Lakukan pengujian pada seluruh client pada jaringan, dengan ketentuan sebagai
berikut:



1) Client PC jaringan kabel:

- Terhubung dengan port 2

- IP Address : DHCP

- Sistem operasi : Windows
2) Client Laptop jaringan kabel:

- Terhubung dengan port 4

- IP Address : DHCP

- Sistem operasi : Windows
3) Client jaringan wireless:

- IP Address : DHCP

- Sistem operasi : Android / 10S

Cancel Wired

Details Identity IPv4 IPv6 Security

Link speed 100 Mbys
IPv4 Address 192.168.40.50
IPv6 Address Fe80::38bd:e5ca:fcbe:7588
Hardware Address 18:C0:4D:CA:95:F6
Default Route 192.168.40.1
DMNS 192.168.4.1 8.8.8.8

Connect automatically

Make available to other users

Metered connection: has data limits or canincur charges
Software updates and other large downloads will not be started automatically.

Remove Connection Profile

ip address DHCP port 2 Client Pc



Cancel Wired

Details Identity IPv4 IPV6 Security

Link speed 100 Mbys
IPv4 Address 192.168.60.50
IPv6 Address FeB80::38bd:e5ca:fcbe:7588
Hardware Address 18:C0:4D:CA:95:F6
Default Route 192.168.60.1

DMS 192.168.4.1 B.8.8.8

Connect automatically

Make available to other users

— Metered connection: has data limits or canincur charges
— Software updates and other large downloads will not be started automatically.

Remove Connection Profile

ip address DHCP port 4 Client Pc
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Rincian jaringan
UKK-Qomar

Otomatis hubungkan

Status Kecepatan koneksi

Kekuatan sinyal Keamanan

Alamat IP Subnet mask

Android / 10S
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